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= Plain old software bugs
(buffer overflows, SQLi, XSS, ...)

= No transmission encryption
(e.g., plain HTTP)

= Weak encryption (home brewed?)

= Key storage on device
(symmetric encryption)

= Simple username/password
= Backdoor accounts

= Too many exposed services /
lack of hardening

= No firmware integrity checks
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